Security and Privacy

Threats and Tools to Protect Yourself

Notes for CSC 100 - The Beauty and Joy of Computing
The University of North Carolina at Greensboro

Reminders

For Monday, November 11

Due tomorrow (Tuesday) at 10:00am
Blown to Bits Reading Reflection - Chapter 5

Blown to Bits Discussion
Check discussion forum for prompts

Project
Progress reports due Friday (Nov. 15)

Warning:I'll be out of town the remainder of the week. If
questions about any of this, email me!

Security Basics - What is security?

Commonly discussed in terms of three goals:

e Confidentiality
Unauthorized people should not get information
Violation example: Thief gets your credit card number

e Integrity
Unauthorized people should not modify information
Violation example: Thief changes “destination account” on a transfer

e Availability
Authorized people should be able to get information/services
Violation example: “Hactivist” knocks out a web server




Example of Security Attacks
Spamhaus Attack - Part 1

Ehe New FJork Times Business Day
Technology

WORLD | US. | N./REGION | BUSINESS | TECHNOLOGY

SCIENCE | HEALTH | SPORTS | OPINION

How the Cyberattack on Spamhaus Unfolded

ion service based in Europe, was the victim of one of the

s servers using what is known
as a distributed denial of service attack. This technique harnessed the power of relatively few
computers to generate as much as 300 gigabits a second of traffic —an

n attack so large it
disrupted Internet service for millions of users in Europe. Reiisd A i

Credit: New York Times, March 30, 2013

Example of Security Attacks
Spamhaus Attack - Part 2

The Initial Attack

Question:

1. The attackers send
commands to about

1,000 computers under
thei control

2. Each computer,prtanding tobe
Spammaus, sen reussts o

3. The resolvers respond
por

with a much larger

message than the nial

What security goal is violated?

request, ampifying the.
siza of the aftack.

4. spamnaus cannot
handio the amount of trafic
and ceases o respond to
logtimate traffc

The attackers amplfied thelr
assault by sending a relatively
small command of afewbytes to AP
the open esolvers which replied teeponsg
with  message that was 100 tmes

larger than the Initial request.

Credit: New York Times, March 30, 2013

Example of Security Attacks

LinkedIn Compromise

More than 6 million Linkedln passwords stolen

By Dave Goldman @CNNMoneyToch June7,2012: 934 AM ET

NEW YORK (CNNMoney) -- Russian hackers released a giant list of passwords this week, and on Wednesday security
researchers identified their likely source: business social networking site Linkedin.

Linkedin (- LNKD) confirmed in a blog post late Wednesday afternoon that some of the stolen passwords correspond to

Linkedin accounts.

The company did not offer any information about how the passwords were stolen or the extent of the damage, but it said it
is "continuing to investigate" the matter.

Dating site eHarmony also announced Wednesday that some of its users' passwords were stolen in the attack.

The 6.5 million leaked passwords were posted Monday on a Russian online forum, camouflaged with a common
cryptographic code called SHA-1 hash. It's a format that's considered weak if added precautions aren't taken. Roughly half
of the "hashed" passwords have already been decoded and posted online in human-readable text.

Question: What security goal is violated?




Example of Security Attacks

LinkedIn Compromise

WhatsApp Web site hijacked, shows
pro-Palestinian message

e Web site of the popular messaging

Question:

What security goal is violated?

“You Got Punect” A group called

Tuesday. Such a change, mads ouch he

ecrectado s ferent Web s,

Protections
Eavesdropping problem: Consider Internet Communication

Protections
Eavesdropping problem: Consider Internet Communication

Packets are visible at every
“hop” between the ends.

4 What if this was sending a
| credit card number to
Amazon?




Protections

Cryptography to the Rescue! Encryption for Confidentiality
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Plaintext: The message the
sender wants to send.

Ciphertext: The data that is
transmitted.

Goal: Ciphertext should be
unintelligible to anyone who
doesn't have the decryption key.

Decryption Key.
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Protections

Cryptography to the Rescue! Encryption for Confidentiality
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Keys the same or different?
The same: “Symmetric cipher’

Some algorithms: AES, Blowfish,
RC4 (probably best to avoid...)

Best feature: fast!
(AES-NI gives 5-10 Gbps)

Worst feature: difficult key
management.
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Protections

Cryptography to the Rescue! Encryption for Confidentiality
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Keys the same or different?
Different: “Public-key crypto”
Some algorithms: RSA, ElGamal,
Best feature: Simpler key
management (can send to a
stranger!)

Worst feature: Slow (1-2 Mbps for

2048-bit RSA - others are a little
faster...)
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Decryption
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Decryption Key
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Protections
How big is a 128-bit (AES) key? To try all keys (brute force)...

2004 Estimate: $100k machine breaks 56-bit DES key in 6 hours
What about a 128-bit key?

$100k machine takes >10'® years [the earth is <10'° years old]
What if we spent $100,000,000,000?

Would take >10'2 years
What about Moore’s law saying that in 20 years machines will be about
16,000 times faster?

Would take >108 years

OK, what about in 40 years (machines 100 million times faster)?
Would still take >30,000 years

Do you really think Moore’s law will last this long?

What about improvements in algorithms/cryptanalysis or super-duper
quantum computers?
This could change everything....

Protections
Cryptography to the Rescue! Signatures for Integrity
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(uses “Public” key)
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Only person with
decryption key can do
this (“Private” key)

Decryption Key

Protections
Cryptography to the Rescue! Signatures for Integrity

Network 1 will give you $200 Network
Interface Signed: aGxU4N<:1E Interface
VXXYEL4J0h7dP6]%<

Anyone can do this

(uses “Public” key)
Signing
Function
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Function <::|_|

wil give you $200
Verified signature!

Only person with
signing key can do
this (“Private” key)

Signing Key




Protections
Verifying the origin of a web site

Skt mas B

Key |

Signed by Bank of America Signing

Verify with Bank of America
verification key

Protections
Verifying the origin of a web site

Verify with Bank of America

[ verification key
How do you know you have the
o right verification key?
Signed by Bank of America Signing Key Itis signed (called a “certificate”)!
- ... by a Certification Authority (CA)
A handful of trusted CA'’s built in to
browser.
Protections
Viewing certificates
CETEiTiCate Vi EWers WD anKOTAMEri Cascon 1%

General | Details

This certificate has been verified for the following uses:

SSL Server Certificate

Issued To
Common Name (CN)
Organization (0)

Organizational Unit (OU) Network Infrastructure
Serial Number

www.bankofamerica.com

Issued By
Common Name (CN)
Organization (0) Verisign, Inc.

Organizational Unit (OU) Verisign Trust Network

Validity

Issued On 03212013
Expires On 032272014
Fingerprints

SHAL Fingerprint
MDS Fingerprint

Bank of America Corporation
40:C0:3F:35:42:E7:FC:AF-CL:B5:A1:C5:11:6D:2€:48

Verisign Class 3 Extended Validation SSL CA

7F-EABS:CA:2D:9E:D1:4F:A3:3D:63:FB:CD:CO:CAFO:DC:10:12:ED.

7:0

{ALEC

Close




Protections - Tools
Crypto-enabled tools - Tools for e-mail and file protection

PGP: “Pretty Good Privacy”

e Originally created by Phil Zimmerman in 1991
e Interesting legal (export) and patent (RSA) problems at the time
o Phil Zimmerman was under criminal investigation (no charges filed)
o RSA Inc. allowed used use of RSAREF library for non-commercial use
(still other patent issues though)
e OpenPGP and then GPG (GnuPG) to avoid patent questions

Functionality:

e Supports encrypting and signing messages and/or files
o Most direct use is for e-mail
o People also use for encrypting files or protecting integrity (e.g., Linux
software distribution)

Obtaining: GPG available from http://www.gnupg.org/

Protections - Tools
Crypto-enabled tools - Tools instant messaging

OTR (Off The Record)

e Encryption support for instant messaging protocols

e Designed by well-known and trusted people (Goldberg & Borisov)

e One design goal was deniability

e Forward secrecy: Archived communication secure even if long-term
keys are later discovered

e Works as a plug-in for common IM ensied 4 e B

software (like Pidgin) \ [ pesenacanaro

s e Yo f v mses,
For more information:

Message Timestamp Formats 2.7.10
Custorizs the message tinestaro e,
Newtine27.10
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o
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o
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Save hessages Sent t an ofin use a5 pounce
Pidain GTK-+ Theme Control 27,10

Provees a<cess t comorl Used ik setings

[ Pidoin Theme Edior 27,10
Prgn Ther Edcr. @

https://otr.cypherpunks.ca/

% Plugin Details

=

Protections - Tools

Crypto-enabled tools - Tools for anonymous Internet browsing

Tor: “The Onion Router”

e Traffic endpoints obscured using multiple hops and encryption
e Paths are randomized to obscure patterns
e For more information: http://www.torproject.org

Ef How Tor Works: 2

Alice
LS N

Step 2: Alice’s Tor client
picks a random path to

destination server. Green -
rrertearoonlll [+ [ + -

links are in the clear.

Dave




Privacy

“Privacy” is not the same as “Secrecy”
e Sometimes you willing give your information
e What happens to your information then?

Cookies

Information stored in browser
Associated with specific domains/sites
Sent along with web page requests

... including image/banner ad requests
Information can include login credentials
... such as Facebook login (with your name!)

BYV————
search: [
“The following cookies are stored on your computer:

site v
»@accenture.com

o
o

d.360yield.com
>{adadvisornet
»Eadap.tv

“Do Not Track” setting o 05

™

e Recent initiative to indicate privacy prefs

acking
e sites that | do ot want tobe tracked
want ta b tracked
anything about my tracking preferences

Summary
Important things to know

Security goals: Confidentiality, Integrity, Availability

Encryption for confidentiality
e Terms: Plaintext, Ciphertext, Keys
e Symmetric cipher vs. Public-key encryption

Signatures for integrity
e Types of keys: Signing key, verification key
e Web site origin verification: Certificates, CAs
Tools

e PGP and GPG for encrypted email
e OTR for private chat
e Tor for anonymous communication




