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Assignment 2 — Due Tuesday, February 26

1. Textbook, page 144, Problem 4.26 (you may either do this by handiterayrogram to do it).
2. Textbook, page 145, Problem 4.27.

3. Pick two random 8-bit values,andy, write them in hexadecimal, with the only condition being
that the number of “1 bits” in each af andy must be between 3 and 6 bits (inclusive). Next,
treating these as elements frai#'(28) (using the “AES modulus” ofn(z) = 28 4+ 2% + 2% +
x + 1), calculate the product of andy — show your work! [This problem and the next are
“create your own unique problem” problems. If you pick random valtfesn your values and
your problem/solution will be different from everyone else’s in the class.

4. Select a random 8-bit value (with at least 2 bits set to 1), and showdherequired to find the
AES S-box mapping for this value. Your final result should agree with tblke-lgp table given in
Table 5.2.

5. Do some on-line research and find information on the AES acceleratitvadtigns introduced
by Intel in its latest processors (these are called the AES-NI instructi@r&fly describe the
new instructions and what they do in terms of the AES algorithm. Be sure to céieewdr source
you use for this information.

6. Textbook, page 216, Problem 6.4.
7. Textbook, page 216, Problem 6.10.
8. Textbook, page 216, Problem 6.11 — to this problem, add a part c:
c. Write out mathematical formulas for the last two blocks in CTS mode.
9. Textbook, page 240, Problem 7.4.
10. Textbook, page 240, Problem 7.6.

11. ExtraCredit.) There are 14 students in this class — if each student picks a truly ranalom v
that meets the criteria for problem 4, what is the probability that two studentpiaklithe same
value? What's the probability that two students will pick the same two values bigmo3?



