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Abstract. In recent years one of the most active research areas iredpplyp-
tography is the study of techniques for creating a groupagige, a cryptographic
primitive that can be used to implement anonymous autheiit. Some vari-
ants of group signature, such as traceable signature, dhdrdgication with vari-
able anonymity in a trusted computing platform, have alsenbproposed. In
this paper we propose a traceable signature scheme witiblaganonymity. Our
scheme supports two important properties for a practicahgmous authentica-
tion system, i.e., corrupted group member detection amdriiing, which have
unfortunately been neglected in most group signature sekémthe literature.
We prove the new scheme is secure in the random oracle madigr the strong
RSA assumption and the decisional Diffie-Hellman assumptio
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1 Introduction

In this paper, we present new techniques for performing smmus authentication, in
which authenticated users receive credentials from a dateg group manager, and in
later interactions a user can prove possession of such arttiebin a privacy-preserving
manner. Anonymous authentication has been one of the mtat aesearch areas in
applied cryptography in recent years.

The most heavily studied type of anonymous authenticatystes is the “group
signature scheme,” which provides a well-defined set ofisesvand security guaran-
tees that we describe in more detail befoowever, several authors have identified
various desirable properties not provided by the groupatigme definition, and have
introduced variants of this basic scheme including work@mdhymous credential sys-
tems” [6], “traceable signatures” [14], and a system desibfor trusted computing
platforms called “direct anonymous attestation” [4]. Oontribution in this paper is
to show how the well-known group signature scheme of Aterg¢sl. [1], which we
call the ACJT scheme, can be modified to a traceable signsdutet it supports a par-
ticularly useful extension from the work on direct anonyreattestation that allows a
prover and verifier to agree on a variable degree of signditucability. Our modifica-
tions to the ACJT scheme replace operations with modifieshédas that have the same
computational complexity, so our system preserves theiafily of the ACJT scheme
while providing a unique set of features which is useful imgaituations.

* This research is supported in part by NSF award 0208640.
% An extensive bibliography of group signature literaturen dze found at http://www.i2r.a-
star.edu.sg/icsd/staff/guilin/bible/group-sign.htm



1.1 Background

Group signature is a privacy-preserving signature schemreduced by Chaum and
Heyst in 1991 [10]. In such a scheme, a group member can siggsaage on behalf of
the group without revealing his identity. Only the group rager or the specified open
authority can open a signature and find its originator. Sigmes made by the same user
cannot be identified as from the same source, i.e, “linkedtdrtly, group signature
has attracted considerable attention, and many schemedbamn proposed in the liter-
ature (e.g., [8,1, 6,7, 5]). Creating an anonymous autbativin scheme from a group
signature is simple: the group is simply the set of autharizgers, and authentication
is performed by a group member placing a group signature drakenge (nonce) sent
by the service requiring authentication. From the propertif group signatures, all the
service or an attacker can learn is that the signature was imaéd valid group member
(i.e., an authorized user).

However, group signature does not provide certain imporfeatures for a more
hostile or realistic environment where group members ctaelanalicious or compro-
mised. In such settings, an efficient mechanism should béabl@ato reveal all the
malicious behaviors of corrupted members. In group sigeaidentification of signa-
tures from corrupted members has to be done by opening alhgiges. This is either
inefficient (centralized operation by the group managemdair (unnecessarily identi-
fying all innocent group members’ signatures). To overcohigeshortcoming, Kiayias
et al.proposed a variant of group signature, called traceableasige [14]. They define
“traceability” as the ability to reveal all the signaturégreed by a group member with-
out requiring the open authority to open them. Tracing caddrge by “trace agents”
distributively and efficiently. They also introduced thencept of “self-traceability”, or
“claiming”. That is, a group member himself can stand owiroing a signature signed
by himself without compromising his other signatures anutets. The subtlety lies in
that a group member should be able to do this without keepingna time random
values in his signatures. In group signature, a group memiagralso be able to claim
his signatures, but he has to keep all his transaction trigmsncluding some random
values, making “claiming” highly impractical and a secwyriisk.

The Trusted Computing Group [15] has recently proposed ahitacture called
the “trusted computing platform” to enhance computer sécuk trusted computing
platform is a computing device integrated with a cryptodpiagchip called the trusted
platform module (TPM). The TPM is designed and manufactsethat all other re-
mote parties can trust cryptographic computing resultsiftbis TPM. To protect the
privacy of a TPM owner, an anonymous authentication tealjigalled Direct Anony-
mous Attestation (DAA), has been deployed in recent vessidithe trusted computing
platform. DAA can be seen as a group signature scheme witiperiability. DAA in-
troduces the notion of “variable anonymity,” which is comatnally linkable anonymous
authentication:; the same TPM will produce linkable signedgiufor a certain period of
time. The period of time during which signatures can be lth&an be determined by the
parties involved and can vary from an infinitesimally shantipd (leading to completely
unlinkable signatures) to an infinite period (leading to ptetely linkable signatures).
Signatures made by the same user in different periods of dinte different servers
cannot be linked. By setting the linkability period to a maately short time period (a
day to a week) a server can potentially detect if a key has beapromised and is
being used by many different users, while still offering samount of unlinkability.



1.2 Ourresults

In the previous section we briefly introduced some of the lals&@ techniques for
anonymous authentication. Numerous constructions wifleréint features have been
proposed to accommodate different properties. This raisedjuestion which we ad-
dress in this paper: Can we devise a construction which coasbihe features from
different authentication primitives? More specificallgnove have a traceable signature
scheme which also supports variable anonymity? So far asnew,kno such scheme
has been proposed to work in this manner, probably becautblaanonymity is a
recently identified feature in anonymous authentication.

We consider the combination of traceability and variablergmity to be particu-
larly important for anonymous authentication. Variabl@aymity is the only way key
sharing violations can be detected, while traceabilityhis éfficient and fair way to
reveal all malicious behaviors. More specifically, while tstandard group signature
scheme can use the open authority to identify a user thapimesfmalicious actions,
consider what happens when one authorized user sharestheantiocation credential
with a set of co-conspirators. For example, a large set akusmuld share a single sub-
scription to some pay web site. Since all authenticatioescampletely unlinkable in
a group signature scheme, it would be impossible to determvimether 1000 requests
coming in during a day are from 1000 different valid usersronf 1000 people sharing
a single valid credential. Introducing linkability for arited time period is the only
way to detect this, and if an unusually high number of requesing the same creden-
tial come in from different IP addresses during the sametftiey this could be flagged
as potentially malicious behavior. After that, the operhatty can open the signatures
to determine the real owner of this credential, and the nigatiapdoor associated with
this credential is further revealed to trace agents by tbeqgmanager. Then the trace
agents reveal all the behaviors associated with the tragfdoturther investigation. At
the same time, a tracing trapdoor may be published on theatiom list for verifiers
to identify future requests by this member. In our opinianhuiild up a realistic anony-
mous authentication system, the combination of traceglaifid variable anonymity is
a must.

In this paper, we present our construction for traceableatigre that supports vari-
able anonymity. Our construction is built up from the wetlevn ACJT group signa-
ture [1]. The traceable signature due to Kiay&sl, which we refer to as the KTY
scheme in this paper, is also built up from the ACJT schemeudder, our construction
improves on the KTY scheme in three aspects. First, we atlegame group member-
ship certificate as in the ACJT scheme. The KTY scheme chahgeagoup certificate
in the ACJT scheme to integrate the tracing trapdoor. We dhisvchange is unnec-
essary by identifying that tracing trapdoors in fact areatty available in the ACJT
scheme. Second, our tracing mechanism is more efficientttt@®KTY scheme. Our
scheme uses a hash function to create generators while tiiesgleme uses expensive
exponentiation computation. Finally, our scheme supp@rtisible anonymity while the
KTY scheme does not. Thus, our scheme is more efficient anitblidethan the KTY
scheme.

The rest of this paper is organized as follows. The nextsedtitroduces a concrete
model for our signature scheme. Section 3 reviews some tefigj cryptographic as-
sumptions, and building blocks of our proposed scheme.i@edt presents the pro-



posed scheme. Security properties are considered in &detiBinally, we summarize
and give conclusions in section 6.

2 The Model

This section introduces the model for traceable signatl4g fvhich is a variant of the
group signature model (e.g. [1]). Both of these two modedhiitle operations for Setup,
Join, Sign, Verify, and Open. The traceable signature mbesladditional operations
for traceability: Reveal, Trace, Claim (Self-trace) andi@i-Verify.

Definition 1. A traceable signature is a digital signature scheme withr fiypes of
participants: Group Manager, Group Members, Open Authesitand Trace Agents. It
consists of the following procedures:

— Setup For a given security parameter, the group manager produces system-
wide public parameters and a group manager master key foumembership
certificate generation.

— Join: An interactive protocol between a user and the group manajee user
obtains a group membership certificate to become a group reeriibe public
certificate and the user’s identity information are storgatbhe group manager in a
database for future use.

— Sign Using its group membership certificate and private key, augr member
creates a group signature for a message.

— Verify: A signature is verified to make sure it originates from a tiegate group
member without the knowledge of which particular one.

— Open Given a valid signature, an open authority discloses thdartying group
membership certificate.

— Reveal The group manager outputs the tracing trapdoor associatgl a group
membership certificate.

— Trace: Trace agents check whether a signature is associated withcng trap-
door.

— Claim (Self-trace) A group member creates a proof that he created a particular
signature.

— Claim_Verify : A party verifies the correctness of the claiming transcript

Similar to group signatures, a traceable signature schéimgld satisfy the following
properties:

— Correctness Any valid signature can be correctly verified by the Verifyofocol

and a valid claiming proof can be correctly verified.

Forgery-ResistanceA valid group membership certificate can only be created by

a user and the group manger through Join protocol.

— Anonymity: It is infeasible to identify the real signer of a signatureept by the

open authority or if the signature has been claimed.

Unlinkability : It is infeasible to link two different signatures of the samroup

member.

Non-framing: No one (including the group manager) can sign a message&imasu

way that it appears to come from another user if it is opened.

— Traceability: Given a tracing trapdoor, trace agents can reveal all sigaa asso-
ciated with the trapdoor. A group member can claim (seléd)enis signatures.



3 Definitions and Preliminaries

This section reviews some definitions, widely accepted derily assumptions that we
will use in this paper, and building blocks for our constiant

Definition 2 (Special RSA Modulus).An RSA modulua = pq is called special if
p=2p' +1andq = 2¢' + 1 wherep’ andq’ also are prime numbers.

Definition 3 (Quadratic Residue Group QR,,). Let Z be the multiplicative group
modulon, which contains all positive integers less tharand relatively prime tao.
An elementz € Z; is called aquadratic residud there exists am € Z such that
a? = x (modn). The set of all quadratic residues &f: forms a cyclic subgroup of
Z, which we denote b@ R,, . If n is the product of two distinct primes, theRR,,| =
112z,

The security of our techniques relies on the following seguwssumptions which
are widely accepted in the cryptography literature (seegfample, [2, 13, 8, 1]).

Assumption 1 (Strong RSA Assumption)Let n be an RSA modulus. THdexible

RSA Problemis the problem of taking a random element Z and finding a pair
(v,e) such thate > 1 andv® = u (modn). TheStrong RSA Assumptiosays that
no probabilistic polynomial time algorithm can solve thexitde RSA problem with
non-negligible probability.

Assumption 2 (Decisional Diffie-Hellman Assumption forQR,,) Letn be a special
RSA modulus, and letbe a generator of) R,,. For the two distributiongg, ¢*, ¢¥, g™¥),
(9,9%,9Y,9%), z,y,z €Er Z,, there is no probabilistic polynomial-time algorithm that
distinguishes them with non-negligible probability.

The building blocks of our technique astatistical honest-verifier zero knowledge
proofs of knowledgeelated to discrete logarithms ov@R,, [9, 8]. They may include
protocols for problems such as the knowledge of the diséogtrithm, the knowledge
of equality of two discrete logarithms, the knowledge of tligcrete logarithm that lies
in certain interval, etc. We introduce one of them here. Remdhay refer to the original
papers for more details.

Protocol 1 Let n be a special RSA modulu§ R, be the quadratic residue group
modulon, and g be a generator of)R,,. ¢, 1, [, are security parameters that are all
greater than 1.X is a constant number. A prover Alice knowsthe discrete loga-
rithm of 71, andx € [X — 2!, X + 2!]. Alice demonstrates her knowledgeaofe
[X — 2¢0HLe) X 4 2¢(+le)] as follows.

1. Alice picks a random € +{0,1}*(*) and compute§, = ¢* (mod n). Alice
sendq T, T>) to a verifier Bob.

2. Bob picks a random € {0, 1}! and sends it to Alice.

3. Alice computesy = t — ¢(z — X), andw € +{0, 1}*(+)+1 Alice sendsu to
Bob.

4. Bob checks € +{0,1}*(+)+1 and

gV T =7 Ty (mod n).

If the equation holds, Alice proves knowledge of the disdmgarithm ofl; lies in
the rangg[X — 2¢(Hle) | X 4 2¢(ltle)],



Remark 1.1t should be emphasized that while Alice knows a seciat X —2!, X +2],
the protocol only guarantees thalies in the extended rang& —2¢( 1) x 4-9¢(+e))

Remark 2.Using the Fiat-Shamir heuristic [12], the protocol can baéad into a non-
interactive “signature of knowledge” scheme, which is seda the random oracle
model [3]. We will introduce the proposed scheme in the maafisignature of knowl-

edge” in next section.

4 Traceable Signature

Our construction is built upon the ACJT group signature sobeWe adopt the same
system parameters, group certificates, and Join protobel Sign and Verify protocols
have been changed to support traceability and variableyamity In the following
presentation, we use the same notation as in the originargapmake it easier for
readers to see how we convert the ACJT scheme into a tracsighlture scheme.

4.1 The System Parameters

The following system parameters are set up when the systimitigdized and the group
manager key is generated.

— A special RSA modulus = pq,p = 2p' +1,qg = 2¢' + 1, with p, p’, q, ¢’ all prime

— Random elements, ag, g € QR,, of orderp’¢, i.e., these numbers are generators
of QR,

— Security parameters used in protocalss 1, k, I,

— Length parameters;, Ao, v1,72. A1 > €(Aa+k)+2, Ao > 4, v1 > e(y2+k)+2,
and~ys > A1 + 2

— Integer rangesl =|2*1 — 2*2 2% 4 2M2[and [ =]27 — 272 27 4 272]

— Three strong collision-resistant hash functioks:; H» : {0,1}* — Z, andHs :
{0,1}* — {0,1}*

— A message to be signed: € {0,1}*

— The public parameters afe, a, ag, g).

— The secret parameters for the group manage(re’).

The open authority creates his EIGamal public keypair [1&], private keyz and
public keyy such thaty = g* (mod n).

4.2 Variable Anonymity Parameter

To achieve variable anonymity, each signature will belang tlinkability class” that
is identified using a “linkability class identifier,” or LCILAIl signatures made by the
same group member with the same LCID are linkable, and in tavaative authen-
tication protocol the LCID can be negotiated and determimgdhe two parties. For
example, to link authentications to a single server oveinglsiday, the LCID could
simply be the server name concatenated with the date. I&ime 4 CID is always used
with a particular server (e.g., the server name), then thaelrés a pseudo-anonymity
system. If complete anonymity is desired, the signer camplsimpick a random LCID
(which is possible if the server isn't concerned with linkep and allows arbitrary
LCIDs).



4.3 Join Protocol

The same Join protocol is adopted as in the original schemgro&p membership
certificate is in the form ofd; = (a*ag)*/ (mod n) wherez; € A is the secret of
the group member, and €y ' is a random prime number that is known to both the
group member and group manader.

In our schemeg; is treated as tracing trapdoor, and kept secret by the gram-m
ber and group manager. When an open authority rewéafer a signature, the group
manager sends the correspondindo the trace agents in order to trace all signatures
associated witla;.

x; is treated as self-tracing trapdoor, which is used by a grogmber to claim his
signatures. Since; is the secret of group member, only group member himself have
the ability to claim his signatures.

4.4 Sign Protocol
In order to sign a message, a group member does the following:

— Derive two generatorsand; of QR,, by hashing the LCID of this signature.
i = (H1(LCID))?* (mod n), j = (H2(LCID))? (mod n).

In the random oracle model, with the hash functions modelechhdom oracles,
each distinct LCID results inandj being random generators ¢fR,, with over-
whelming probability.

— Generate a random valuecr {0, 1}!» and compute:

T = A" (mod n), To = g¥ (mod n), T35 = i% (mod n), Ty = j*¢ (mod n)

— Randomly (uniformly) choose, €p +{0,1}¢024%) ) cp 4+{0,1}¢*2+5) and
r3 €p £{0, 1} A1 +2+k+1) "and compute
o di =17 /(a™y™) (mod n), do = Ty'/g" (mod n), d3 = i" (mod n),
dy = j™ (mod n).
o ¢ =Hs(gllil[j]lyllaollal| T1||T2||T5||d1|dz]|ds]|da||m);
o 51 =711 —cle;—27),50 =719 — c(x; — 2™), 83 = 13 — ce;w (Allin Z,,).
— Output the signature tupld.C1D, ¢, s1, $2, 83, T1, T2, T3, T4).

4.5 \Verify Protocol
To verify a signaturé LCID, ¢, s1, so, s3, 11, T2, T5, Ty), a verifier does the following.

— Compute the same generatoend;j, and then
. _ _ oA
¢ = Hs(glli]|jllao]lal| T2 || T2 || Ts || Tullag T3 ~2™ /(@® =2 y)||

T3 g T || I )

— Accept the signature if and only if = ¢ ands; € £{0,1}<=th+1 5, ¢
:|:{O, 1}5()\2+k)+1, S5 € :|:{07 1}é(>\1+2lp+k+1)+1_

4 Kiayiaset al. have showed the range ©f, e; can be much smaller without compromising the
scheme’s security [14]. For simplicity, we still follow tlefinition in ACJT scheme.



4.6 Open and Reveal Protocol

For a valid signature, the open authority opens a signatufind its originator by
ElGamal decryption:

For the non-framing property, the open authority must adsaé a proof that it correctly
revealed the group member, which can be done identicallpgariethod used by the
ACJT group signatures.

The opened certificatd; is submitted to the group manager, and the group manager
reveals the corresponding tracing trapdepto the trace agents.

4.7 Trace Protocol

To trace a group member, trace agents &ist reveal all the signatures by a group
member by checking whether

1% =7T5 (mod n).

To claim a signature, a group member proves its knowledgéseofete logarithm of
with basej through Protocol 1.

5 Security Properties

Our scheme uses the same certificate as in the ACJT groufwsign@/e have changed
their Sign and Verify protocols. The security propertiescls as, forgery-resistance,
anonymity, non-framing, are unaffected by these changethis section, we only dis-
cuss the security properties affected by our change. Readay refer to the original
paper for other security arguments — the following theorsmepresentative, and fur-
ther discussion is available in the full version of this pape

Theorem 1 (Coalition-resistance)Under the strong RSA assumption, a group certifi-
cate[A; = (a®ap)'/* (mod n),e;] with z € A ande; € I' can be generated only
by the group manager provided that the numbéof certificates the group manager
issues is polynomially bounded.

Now, we address the security of Sigh and Verify protocol,ahtis described as the
following theorem.

Theorem 2. Under the strong RSA assumption, and the decisional Difilkatén as-
sumption, the interactive protocol underlying the grougnsiture scheme is a statistical
zero-knowledge (honest-verifier) proof of knowledge of mb@ship certificate and a
corresponding membership secret key.

Proof. The proof for correctness is straightforward. A proof foethero-knowledge
property (simulator) following the same method in the KTYheme {emma 2] ap-
pears in the full version of this paper. We only address tlistemce of a knowledge
extractor, which is able to recover the group certificate wiénas found two accept-
ing tuples under the same commitment and different chadleritom a verifier. Let
(Tl, TQ, Tg, dl, d2, dg, c, 81, 82, 83) and(Tl, TQ, Tg, dl, d2, dg, C/, Sll, 5/2, 8/3) be such tu-
ples.



Sinced, = j*2 =2 T¢ = j'2=<2"' T¢ (mod n), we have
j(5,2752)+(cfc,)2Al = Tf_c/ (mod n).

Under the strong RSA assumptian; ¢’ has to dividgs) — s2) + (c—¢/)2*1. Therefore
we haver; = (sh — s2)/(c — ) + 2.
Sinceds = i1~ T = i*1=<2"" ¢ (mod n), we have

jls1=s1)H(e—e)2™ = T?ffc, (mod n).

Likewise, under the strong RSA assumption; ¢’ has to divideg(s| — s1). We obtain
™ = (s = s1)/(e~ ) + 27
Sinced, = T3 ~2" /g% = T37?" /g% (mod n), we have

Tz(si_sl)ﬂc_c/)zvl = %57 (mod n).

Similarly, we havers = (s} — s3)/((s} — s1) + (¢ — ¢/)27).
Sinced; = angsl—czﬂ /(a”‘cyly%) = ag/Tfl_clwl /(aSZ_C/leySS) (mod n),
We have

’ INoA ’ I —c)271 ’
so—s2+(c—c')2™1 _c—c' _ Sy s1+(c—c)2 55—53
: ag © =T Jy*% (

a mod n).

We further obtain

Q35 52) /(=2 g (T 1y (5 58) /(5 =) H(eme)27 ) (=50 /(e=eDH27 (g ),

Finally, letA; = T7/y™ ( mod n), and then we obtain a valid certificdté;, o, 1)
such thatd]> = a™a (mod n), andry, 72 lie in the valid range due to the length re-
striction onsy, s9, s3 andc. Therefore we have demonstrated the existence of a knowl-
edge extractor that can fully recover a valid group certiica a

Unlinkability follows the same argument in the ACJT grougrsture forTy, T5.
Since we define a nelli;, T, in our traceable signature, we need to show this change
still keeps the unlinkability property (for different gera¢ors: andi’). Similar to the
case in the ACJT group signature, the problem of linking twples (i, T3), (i, T%),
is equivalent to deciding the equality of the discrete lithans of T3, T4 with base
1,1’ respectively. This is assumed to be infeasible under thisideal Diffie-Hellman
assumption ove® R,,. (4, T4), (3',Ty) also follows the same argument. Therefore, we
have the following result.

Theorem 3 (Unlinkability). Under the decisional Diffie-Hellman assumption o@gR,,
and with H; and H, as random oracles, there exists no probabilistic polyndmia
time algorithm that can make the linkability decision foryatwo arbitrary tuples
(i, T3), (', T3), or (4,T4), (', T4) with non-negligible probability.



6 Conclusion

We have presented a traceable signature scheme which ihanament of the ACJT
group signature scheme [1] that supports variable anoy@itr scheme is a more gen-
eral solution to anonymous authentication, due to its sttmfdraceability and variable
anonymity. Traceability provides an efficient and fair maaism to reveal and revoke
corrupted group members, which is very important to a largalistic anonymous au-
thentication system. Variable anonymity can be adjust@ddeide a wide range of link-
ability properties, from completely unlinkable signatsiréo signatures linkable within
a fixed time period, to completely linkable signatures (giwvhat is essentially a fixed
pseudonym system). In practice, the amount of linkabiliyuld be determined by a
risk analysis of the application, balancing the goal of peting a user’s privacy against
a provider's goal of detecting inappropriate uses of keysofir scheme supports the
full range of linkability options, it provides the best aladile flexibility to users as well
as providers. Finally, we have proved that our new signaaheme is secure under the
strong RSA assumption and the Decisional Diffie-Hellmamaggion overQR,,.
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